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Operations & Technology

The Makeover and the ITIL Journey - Goals, Objectives, and Scope

Goals

2 Improve results: enhance service quality and performance though streamlined
service offerings and strategic business alignment

O Integrate global, standardized change management organization for optimal control
and Increased efficiency -

2 Leverage ITIL (v3) methodologies to instill industry-leading
best practices and standards

Objectives
O Demonstrate success and improvement
O Develop and implement global standard process and procedures
& Enhance and simplify the change management tool — enable the process
O Orchestrate international awareness initiative to facilitate global roll-out

Scope
{ Manages changes for 50,000 user

O Control 400,000 requests for change (RFCs) annually spanning all regions and every
site/location

O Manage CSI effort as a project

4 Citi Internal CI tl




Initiate

Define

Design

The Makeover and the ITIL Journey - Project Management

Discipline

ITIL Project Lifecycle and
Methodology

Justify project and Engage Regions, Design process positions,
assign process owner  Global Functions procedures, and training

an"ﬂ [

lement

Im

software
efficiency, control

0:

Build software

) . X - Test process, procedures,
Define target metrics:  Discover best practice,
effectiveness, local recommendations.

Process Risk ao
Justify variations.

UK GCIB
Japan @ Global

Mexico

- Design target process and | & Deploy process,
Assess and Mitigate . .
9% automation requirements. | || - procedures, software
2
3

Measure Pro
Success
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Communication, Tools and
Control

dentification of opportunities for enhanced service,
standardization, and simplification

Computer-based training modules developed both in-house

I’ | ' . ‘ and in conjunction with Hewlett Packard

Over 60 events (includingweb-based sessions), spanning

all 5 regions; over 20 different sites; 2,000+ participants
Show II'S regi 20 different sites; 2,000+ participant

New and modified fields with TTIL consistency, integration and

linkages; reinforced risk/impactindicators, enhanced reporting

Common controls and test points across each region with
enhanced measurements and reporting

ITIL TRAINING
citi




The Makeover and the ITIL Journey - Project Phases

Planning and
\—1/ Design
Monitoring

Executing \I_l/ and Controlling

I \/ Closing

Initiation — Regional gaps and inconsistencies identified with notable
opportunities for service improvement

Planning/Design — Current and target state workshops scheduled and planned
for project implementation

Executing — Multiple initiatives result, including Global CITM procedure, Virtual
Change release /.02, and Global Road Show

Monitoring/Controlling — Increased change availability and solicited feedback.
Early Life Support and control reinforcement.

Closing— Stabilization attained and project success. Standardized operational
support and pursued additional service improvement initiatives e
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The Makeover and the ITIL Journey - Implementation Project Summary

Global Service Enhancement,
Process Improvement, and Business Alignment

Assess{glEhiR-agdEnning

RCSA Syeclale Elge P4 tioNn

Wilitual ChangZs
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The Makeover and the ITIL Journey - Project Value and Success

Cost-Benefit Analysis
— Cost: $100 M

 Includes computer-based training, all printed documentation and flyers, prizes/giveaways,
technological costs, and associated travel

— Return - financial
* $10 MM dollar savings through incident reductions in 2009
¢ $4 MM dollar savings in 2010
— Return - qualitative
* Sev 1's caused by change dropped 60%
» Up to 45% reduction in process execution time
* Up to 80% reduction in metric compilation and reporting

« VOE up15%
Key Successes

— 5 sigma service quality amidst ever-increasing change volumes
— 100 process improvements from Post-Implementations Reviews (PIRS)
— 100% successful audits (No findings) through reinforced controls
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Operations & Technology

The Makeover and the ITIL Journey - Service Quality

 Adoption of ITIL best practices improved overall service quality even
as change volumes continued to rise

— Service impacts are down 68% while change volume is up 70%

— The outage trend continues downward while change volume
continues to increase

— ITIL best practices contribute to the success of the company
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The Makeover and the ITIL Journey - Project Management Discipline

Quality

Performance
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ITILis a IT industry best practice tramework and Service Management Litecycle
1. The ITIL Core of 5 books and a lifecycle

2. Education, Training and certification components

3. Service Management has 5 lifecycle phases (Strategy, Design, Transition, Operations and Continuous
Service Improvement-CSl)

4. Has 20 Processes associated with the various life cycle phases

5. Built upon Deming Model service and quality improvement. Continuous Quality Control and
Improvement.

6. Citi has adopted and adapted the CSI framework, process best practices in Change, Incident , Problem

and Release as well as a comprehensive education and training program supporting a process and
service improvement culture.

Castle, Silver Spring, Melvill
Ohio
Piloted Virtual Web-based Overview classes in September and October
500 student learners will complete V3 Yellow Belt Certification and 600 will completeV3
Overview training by YE 2010
Adding advanced Black Belt Capability level training in 2011:

1. OSA - Operational Support and Analysis

2. CSI - Continual Service Improvement Lifecycle

3. RCV - Release Control and Validation

e, Tampa, Fort Lauderdale, Sioux Falls, The

ITIL V3 Foundations Certification

ITIL V3 Foundations Overview

Adopted the ITIL IT Best Practice Framework to support IT Education, Training and Continuous Service and Process Improvement..
ITll has provided a visible framewark to further quality service and process improvement.

Lakes, and Delaware

Change Cuantity vs. Quality

Ko




The Makeover and the ITIL Journey - What's Next?

 Metrics reflected the positive impact of ITIL on the CM process;
however, feedback indicated customers felt there were opportunities
to improve the efficiency of the process

— ‘The process takes too long; we want to spend more time
developing code and less time raising changes’

— ‘Can we optimize application/service time to market?’

— ‘How about Implementing a ‘fast track’ process for repeatable low
risk, low impact changes?’

— ‘Is it possible to achieve efficient management of standard
changes’

« The spigot was turned on, voices were heard and, building on the
success of the ITIL implementation, began a new global initiative to
look at ways to improve the efficiency of the global process

V'
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Taking the Next Step - Standard Change Models -
Proposal/Rationale

Proposal
 Drive a Change Management standard that targets business-sensitive
optimization and improved efficiencies while maintaining a stable operating
environment.
— Define a global standard for classification of change types, approvals
required and automation of workflows, where feasible.
— Implement Standard Change Model (SCM)

Rationale

A global, standard change management framework optimizes and streamlines
processes, increases efficiency and delivery time to market and instill a stable
operations environment

 Definitive Gartner recommendation — Application Development and Operations
Production Control change workflow should maximize the use of Standard
Change Models

— Industry guidance suggests 80% of Normal changes can be processed
more efficiently as Standard changes reducing processing time and cost

V'
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Taking the Next Step - Standard Change Models —
Approach

» Building on prior ITIL rollout, assembled a virtual global work stream representing
all technology groups and business sectors and regions galvanized to support
Application Development productivity improvement goals

» Developed the Standard Change Model definition and criteria
 |dentified low risk, low impact, repeatable changes that meet the criteria
* Implemented a role based, risk driven change process designed to:

— Replace “one size fits all” change categorization

— Reduce information required for raising changes and associated time spent
with review and approval

— Reduce administrative costs and overhead through pre-approval, replacing
on-demand approval

— Improve time-to-market and business response agility

— Retain/improve risk and control sensitivity while providing process
improvement

13 Citi Internal CI I




Taking the Next Step - Standard Change Models -
Governance

Implemented work stream governance process to ensure global standardization

Work stream empowered the SCM project team to develop the overall process,
define tool requirements to support it and create procedural documentation

Licensing process documented to ensure pre-approval from all stakeholders

Regional and Global CAB groups review all licenses and approve for
implementation.

14 Citi Internal CI I




Taking the Next Step - Standard Change Models -
Process/Procedural Definition

 Project team met in person for a one week offsite to develop the overall
process

— Used process definition to develop the business requirements for
the supporting tool functionality

 Process designed to maintain controls and increase productivity and
Included:

—  Definition and criteria

—  Process flows

— Licensing and pre-authorization process

—  Entitlements and authorization process flow
—  Simplified RFC processing

— Notification

—  Cost model to identify productivity savings
—  Metrics and reporting

15 Citi Internal CI I




Taking the Next Step - Standard Change Models -
Communication

16

Project team members were our SCM Champions and used various
methods to get the word out:

Email communication

Targeted focus group meetings

Collaboration tools, such as SharePoint and Virtual meetings
Standard presentations outlining the process

Posters/handouts designed to provide high level overviews and to
catch the eye

Citi Internal




Taking the Next Step - Standard Change Models -
Results

* Implemented IT industry leading best practice change paradigm: the
Standard Change

« Governance enabled via a licensing method
 activated 150 SCM Licenses
« Executed 2,000 highly efficient - error free RFCs

e Realized $200 M in productivity saves (productivity savings for a Standard
change vs. a Normal change)

e Testimonials:

— “The groups have been very happy with the reduced lead time and overall efficiency of the
process .”

— “All parties involved (including the groups performing deployments) have viewed SCMs as
very much a positive step forward.”

— "Using the SCM process significantly reduces turnaround time, reduces email volumes to
senior management requesting approvals and allows for a more efficient risk and impact
assessment to be performed on these types of activities. Not only does this reduce the

cost of a change, but it also gives time back to the requester to focus on BAU/Projects.”
V"
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Taking the Next Step - Standard Change Models -
Keys to Success

 Build on a base with confidence
e Gain Senior Management support and buy-in from all groups
 Set realistic due dates; don’t rush the process

« Solicit Compliance review and support of the process; assure change
requestor groups that the process meets corporate standards

Do not over-engineer the process; keep it simple

 Focus on communication; market the process and corresponding
procedures; keep areas aware of progress and success

 Solicit feedback to constantly review and improve the process
 Produce metrics to measure results
— “If you are not keeping score, it's only practice” — person unknown

18 Citi Internal CI I




Global Work Stream Governance Operations & Technology

=Provides oversight of software
engineering processes, methodologies =
and tools across the application P ro d u Ctl on AS surance
development lifecycle in support of
Production Assurance processes.

PA Change
Management Work
Stream

Key PA CM Work Stream 2010 Goal:
=|dentify and implement standard change models
to address defined, repeatable, low-risk changes,

PA CM Work Stream Purpose and Direction:

= Execute charter and governance structure

which account for up to 50% of workload = Define Global CM process strategy, policies and
=Reduce information required for raising changes standards (strategic and tactical)
and associated time spent reviewing and signing- . .
off = Coordinate programs and projects related to Global
=Implement role based, risk driven change CM goals, including adherence to CIOC direction
processes = Represent sector/region within global SME
community

CM SME
Community e

Current CM Steering Committee

Re-branded Global Change - - - - b h b iented t
Management Steering Committee CM Tactical Operating Committee and Project mem er§ ave een re-orien g 0
Teams the Tactical Operating Committee
and Project Team structure.

= Execute Global Continuous Service Improvement Plans under the
direction of the SEPG PA CM Work Stream

Figure 1 — PA CM Work Stream
Governance Model = Responsible for program implementation within a sector/region
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Standard Change Model — Summary Definition

20

Srandard Change Swurmmnary Defirriitior

A Standard Change is a change to services and infrastructure that follows an established path,
is relatively common, and is the accepted solution to a specific requirement or set of
requirements.

Examples might include application parameter changes, table changes, scheduled repetitive
changes, an upgrade of a PC in order to make use of specific software, new starters within an
organization, and PC, software and network connections for temporary or seasonal changes to
requirements.

The crucial elements of a Standard Change are that:

1. The tasks are well-known, repeatable, proven and are documented with triggers (i.e.; a rate
change where the trigger is a communication from the business stating a change is
needed).

2. Change Advisory Board (CAB) approval of the change type is effectively given in advance
(pre-authorized).

3. On a periodic basis (i-e.; quarterly, semi-annually) a CAB governance board certifies and
licenses the continued use of the Standard Change. Any outages resulting from a Standard
Change will trigger an immediate suspension and review by the CAB.

4. The change type is not a project and does not require project approval, prioritization or funding
through a formal business/IT prioritization and/or Project Management process. Please note:
Changes that meet the Standard Change criteria that result from project deliverables are allowed
until the project is closed.

5. The change type has a well established and well-understood risk and impact and has passed
the risk assessment criteria for a Standard Change (i.e.; including but not limited to:
established, tested and documented back out plan; pre and post-implementation testing is
possible; version control and a release repository is in place; stand-alone change with no
downstream impact; historically a low risk/low impact change).

It is always recorded with an RFC.

7. The change is automated or can be automated (may be a manual change now but
automation is desirable).

8. The Change Success Rate (CSR) metric is verifiable. Standard Changes have a high success
rate and no outages caused by change. Any outages resulting from a Standard Change will
trigger an immediatec'ﬁHﬁ@ﬁﬁIsion and review by the CAB.

citl




Standard Change Model — Qualification Criteria

Standard Change Qualification Criteria

To qualify as a Standard Change, the following pre-defined attributes must be proven and can

be applied:

1. Dependencies are known.

2. Stability is in place. No known existing problems exist (as confirmed by Problem
Management). Suspension triggered by an Incident remains in place until all outstanding
problems are resolved.

3. Post-implementation validation is possible on every change.

4. Tested prior to Standard Change Model acceptance.

5. Deployed during an approved implementation window as agreed to by the business.

6. Peer review approval carried out (auditable quality and technical authorization of the change
as part of the pre-approval process).

7. Standard implementation process is documented and regularly reviewed by the team /
department accountable for the standard change.

8. User impact is known (notification of change channel in place to communicate to end users
prior to release into production)

9. Pre-approved by all stakeholders.

Once the approach has been established and documented, a Standard Change process should
be developed and promulgated to ensure that such changes are efficiently processed to support
the organization’s business needs.

Standard Changes are authorized by the Change Advisory Board (CAB) or licenses renewed

21

periodically based on quality and effliciency metrics.

Citl Interna
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Production Assurance Change Management Work Stream — Mission Statement

Meet regulatory expectations for risk management

Meet corporate objectives as set forth by the CIO Council

Are internally consistent and in alignment across IT disciplines

The mission of the SEPG PA Change Management Work Stream is to develop and maintain a standardized, integrated, stable, end-to-end Change Management
process and framework. As part of this process, the SEPG PA CM Work Stream is responsible for ensuring that our process standards:

PA CM Charter

Implement processes designed to standardize and simplify
attainment of common CM goals across regions and sectors in
support of CIO Council Technology Governance objectives. These
strategic and tactical objectives may be directed from the
regulators, from the Chief IT Risk Officer in response to an evolving
control issue, the SEPG PA CM Work Stream in response to an
alignment issue with the current Change Management process or
from the CIO Council in response to an organizational objective.

PA CM Members & Responsibilities

SEPG PA CM Work Stream members are empowered to make decisions
on behalf of their sector, region or function. They manage the review
calendar of upcoming standards, coordinate and track ongoing
activities of the Tactical Operating Committee, track and manage the
list of ongoing initiatives. The team also operationally coordinates
updates to the physical standards documents and their publication,
and reviews the wording of the CM IT Policy Standard for consistency
and completeness before submission to the CIOC.

High-Level SCM Process

PA CM
Accomplishments

Next Steps and Timeline

Major activities related to the SCM Process:

SCM RFC Creation

Complete, Submit and Log ‘ License approaching | SCM RFC causes customer
SCMRFC expiration outage

{ 1

Auto-lock/auto-approve RFC‘ Coordinate CAB review | Coordinate CAE review

J l {

Implement SCM RFC | Approve License | License Revoked

{

Mo new license for & months

Submit License application

]

Feview, Lock and Coordinate
CAB review

Approve License |

License Activated For 180
days

License Activated for 180
days

Review, Analyze and Close
RFC

Assembled Work Stream
team; established Charter
and Governance process
Standardized the RFC record
closure policy

Developed plans for
Standard Change Model
(SCM) rollout; identified
Phase 1 pilot candidates
Established 2010 Work
Stream goals

Completed SCM Phase 1
Business Requirements and
SCM Pilot project plan
Completed SCM Phase 1
pilot; initiated Phase 2
activities

SCM Phase 2 rollout activities (business requirements for new and
enhanced VC/Infoman SCM functionality; license rollout to 200
applications/change types; updated process & procedure
documentation; training module availability; Lunch & Learn
activities) — July 1 — October 30, 2010
Rollout RFC Lifecycle globally; monitor results — September 9,
2010

Review and update Global Change Management Policy to ensure
consistency, Audit and Regulatory transparency and retention
of risk policies and controls — September 30, 2010
Implement additional VC/Infoman enhancements and
complete Phase 2 pilot activities — November 1 — December
31, 2010

Implement the Follow the Sun change management support model —
December 31, 2010

Rollout Standard Change processing globally — January 1, 2011

gHi Internal
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Overall Change Process Flow with SCM
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Standard Change Model Overview

SCM Definition

A Standard Change is a change to services and infrastructure Standard Change Model (SCM) Process Flow

that follows an established path, is relatively common, and is

the accepted solution to a specific requirement or set of
requirements.

The crucial elements of a standard change are:

The tasks are well known, repeatable, proven and are

Group ID
Requesters
(License Owner)

Submit and Log

documented with triggers. Standard Change m » Validate Change Successful?
Change Advisory Board (CAB) approval of the change is given RFC < Lockand Go?
in advance (pre-authorized).
On a periodic basis, a CAB governance board certifies the
continued use of the Standard Change. ! No
The change type is not a project and does not require N ¢
project approval, prioritization of funding through a formal o je) o §
business/IT prioritization and/or Project Management g) g g g
process. gD 82 Normal GC o Ves — —ConductPIR Revoke License—|—
o =
The change type has a well-established and well-understood 6 0J € processes
risk and impact and has passed the risk assessment criteria 8 g i
for a standard change.
Itis always recorded with an RFC -
The change is automated or can be automated. § — No
The Change Success Rate (CSR) metric is verifiable. Standard 0 % v
Changes have a high success rate and no outages caused by ) % P SOM License &5
change. Any outages resulting from a Standard Change will < m_ e ange No Approve RFC? Yes—, remain acive? Yes End
trigger an immediate suspension and review by the CAB. 0 g % License
o
SCM Qualification Criteria Y
To qualify as a Standard Change, the following pre-defined
attributes must be proven and can be applied: = % Y
0 Q
. o X
Dependencies are known 8’ ol Implement
Stability is in place. No known problems exist (as confirmed j:\j Ec Standard Change |
by Problem Management). O L ©
) - A ) o £
Post-implementation validation is possible on every change. £06
Tested prior to SCM acceptance. =0
Deployed during an approved implementation window.
Peer review approval carried out. (OriEe Sl gl Leg Approve SCM RFC Implement Change Review, Analyze and Close SCMRFC

Standard implementation process is documented and
regularly reviewed by the team/dept accountable for the

SCMRFC

standard change.
User impact is known (change notification channel in place).
Pre-approved by all stakeholders

SCM Priority/Category

Change Priority is 3; Change Category is Standard.

24
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. ARE YOU tired and frustrated \ DO YOU want to raise your @ ) DO YOU want to reduce

chasing approvers on simple, low — Virtual Change on potentially the time it takes to raise
deploy the same day? . 5
risk frequent changes? a Virtual Change-
Interested? Here’s how to get an SCM Licence?
Standard Change Model (SCM) is a NEW type of record in Virtual Change available now for
streamlining the change process for repeatable low risk/impact changes

What's in it for YOU?

Identify regular how - o SCM Licence approval is requested ONCE

risk, low impact, e ise RFCs based.

repeatable chamges |3 J:"'I on the pre- ./ Mo more chasing approvers as change is pre-approved
for your team 3*1 | ] approved ST

Raise SCh

based on set CEVELOPMENT MANAGER based RFCs R N T v/ Deploy the same day, based on the lead time approved in your SCM
AppTovers e.8. FTEAS LEAD and deploy

i
JJ / Pre-populated fields reduce timme taken to raise RFCs
Create SCM licence .

support, system

admimistrators The STAN DARD CHANGE MODEL |S fOF YOU!
IS MY CHANGE SCM READY? SOME SCM EXAMPLES
v'Low risk/impact, Stable, Well known, Repeatable, well established and well- SCM candidates - OK SCM candidates — NOT OK

understood risk and impact v'Weekly Database Maintenance X High risk & dependencies

affecting multiple servers

s ) . . ) )
High success rate (CSR - Change Success Rate) historically v/ Space Storage: Add Data files X Project Management process
v'Post-implementation validation on every change \/Rarklm Miswarehotise X Praiect reanirec fiinding

DEVELOPMENT MANAGER / CHANGE COORDINATOR REGIONAL AND GLOBAL DEVELOPMENT TEAM DEPLOYMENT

TEAM LEAD CHANGE ADVISORY BOARD
Identify regular low risk/ Licence submitted to SCM Licence reviewed @ Deploy SCM based @ System Admins,
impact, repeatable @ the Regional and Global and approved RECs Support etc.

changes for your team Change Advisory Board

. - for approwval . . . . . .
@ Submit SCM licence v Detailed SCM criteria available via your Change Co-ordinator (See above)
request via local change

coordinator

Apply for your SCM licences NOW!

Need More Info? Contact: Paul Fibkins - o~
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The Change Management Makeover and how the
Standard Change Model Galvanized Success

Implementing ITIL Change Management Best Practices in a Global
Organization

February 17, 2011
Thank You ....

Questions?
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